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What is Governance



'Governance' as the Rudder

◼ In the vast ocean of Web 3.0, governance is like a rudder.

➢ Without a captain, how can a ship navigate and plan a safe course?



Origin of 'Governance' 

◼ The term 'governance' has a long history.

➢ It originates from the Greek verb kubernaein [kubernáo] (meaning 'to steer or guide') 

and is thought to have first appeared in the works of Plato;

➢ In early English, it was occasionally used to refer to the specific activity of 'ruling a 

country by an individual';

➢ The first use of 'institutional governance' is thought to be in the 1885 article 'The 

Governance of England';

➢ Not until the 1990s did economists and political scientists give 'governance' a broader 

meaning, including 'public governance', 'corporate governance', and 'global 

governance', and it was spread by institutions such as the United Nations, 

International Monetary Fund, and World Bank.



Meaning of 'Governance'

Governance refers, therefore, to all processes of governing, 

whether undertaken by a government, market, or network, 

whether over a family, tribe, formal or informal organization, or territory, 

and whether through laws, norms, power, or language.

The term ‘governance’ draws attention to processes of decision-making 

and ruling.

source: Mark Bevir. Governance: A very short introduction. OUP Oxford, 2012. 



'Governance' Incidents in Web 3.0

◼ The DAO Incident The first breach of 'code is law'

source: http://v1.carbonvote.com/

Referendum

Image by Felipe Blasco from Pixabay



◼ TRON-Steem Takeover Incident The first 'hostile takeover'
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'Governance' Incidents in Web 3.0
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Voting Governance



Coin-based Voting Governance

◼ Three Phases of Coin-based Voting Governance

1. Staking: individual coins are converted into individual voting power

2. (v,n)-voting: individual voting power is aggregated 

3. (t,n)-governing: pooled voting power is converted into governance 

decision-making power
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Voting Rules

◼ The voting phase may employ different voting rules for aggregating 

individual voting power, leading to varied outcomes.

➢ Liquid Democracy: Voting power can be delegated to others.

➢ Approval Voting: Voting power is reusable.

➢ Cumulative Voting: Voting power is not reusable.
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Hostile Takeover



TRON’s Takeover of Steem

◼ Before the attack, the top 20 ranked candidates in Steem formed a committee.

◼ Within 27 minutes, 20 candidates controlled by TRON founder took over the committee.

committee (Steem)

new  committee
(TRON)

committee (Steem)



Steem’s Resistance Against Takeover

◼ The Steem community actively responded.



The Effect of Resistance

A significant amount of voting power was concentrated

◼ All the candidates suggested 

by the call-to-action 

witnessed positive growth in 

voting power, emerging as 

the core members countering 

the takeover.

◼ In contrast, the majority of 

candidates not endorsed in 

the call-to-action experienced 

a decrease in their voting 

power.
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Takeover Resistance



Zzz
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Active Resistance

When resistance is led by co-resisters, how 

can the voting system be designed to maximize 

the effectiveness of active resistance? 

Active Resistance



Active Resistance

attacker

leader
followers

cooperative resisters

The attacker controls an alterable

amount of voting power and a

set of candidates.

The co-resisters control a fixed amount of voting 

power and a set of leader’s chosen candidates.

Perfect-information Extensive-form Game

◼ We prove the existence of a 

subgame-perfect Nash 

equilibrium.

◼ We demonstrate the existence of 

an upper bound for the active 

takeover resistance of DPoS 

blockchains for both approval 

voting and cumulative voting.
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When resistance is passive or the power of co-

resisters is much lower than that of non-resisters, 

how can we understand actual voter preferences and 

based on them, how can we design a voting system 

to enhance the effectiveness of passive resistance?

Passive Resistance

non-resisters

Passive Resistance



◼ The first large-scale empirical study on passive resistance in EOSIO, Steem, and TRON.

➢ Voters can cast up to 30 votes (v=30), but how many votes were actually cast?

Passive Resistance

➢ Surprisingly, many voters chose to cast only a few or, in some cases, a single vote.

➢ It may be easier to understand the phenomenon in TRON because TRON adopts the 

cumulative voting rule so that voters cannot amplify their power by casting more votes.

➢ Nevertheless, we find that nearly half of EOSIO voters choose to cast fewer than 5 

votes and more than half of Steem voters consistently cast fewer than 3 votes.

Not desirable from 

the perspective of 

protecting DPoS 

blockchains against 

takeovers.

Reduce？



◼ The first large-scale empirical study on passive resistance in EOSIO, Steem, and TRON.

➢ What are the priorities that voters would assign to candidates?

Passive Resistance

➢ In EOSIO, voters tended to be highly inconsistent with the priorities 

assigned to candidates.

➢ In TRON, however, we find that the first candidate receives an 

overwhelming amount of voting power, over 7 times that of the 

second candidate.

The relatively even 

distribution of priorities 

in EOSIO may not be 

desirable for resisting 

takeovers.



◼ Based on the actual voter preferences, we simulate the voting power distributions for 

EOSIO, Steem, and TRON when adopting different voting system design choices. 

➢ Approval Voting rule with a fixed pair of (𝑡, 𝑛) and a MaxVote 𝑣 varying from 30 to 1.

➢ Cumulative Voting rule with 𝑣 = 30, as in TRON.

Passive Resistance

Our findings indicate that the approval voting rule with a small parameter 𝑣  is a suitable choice for all 

three blockchains examined in this work, which may serve as a foundation for optimizing voting system 

design choices in diverse DPoS blockchain environments.
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Conclusion



Conclusion

In this paper, we demonstrate that the resistance of a DPoS blockchain to takeovers is governed by both the 

theoretical design and the actual use of its underlying coin-based voting system. 

Our study suggests potential ways to improve the takeover resistance of DPoS blockchains, including the 

recommended configuration settings of the system based on our theoretical and empirical analyses. 

We believe the study presented in this work provides novel insights into the security of coin-based voting 

governance and can potentially facilitate more future work on designing new voting rules for decentralized 

governance that provide more compliance with resistance to takeovers. 

Theoretically

➢ model the coin-based voting system

➢ formalize the takeover attack and resistance model

➢ model a takeover game between an attacker and the 

cooperative resisters and 

➢ demonstrate the upper bound of active takeover 

resistance

Empirically

➢ present the first large-scale empirical study of the passive 

takeover resistance of EOSIO, Steem and TRON

➢ demonstrate the diversity of voter preferences, which 

significantly affects the passive takeover resistance when 

the parameters of the coin-based voting system change. 



Conclusion

In this paper, we demonstrate that the resistance 

of a DPoS blockchain to takeovers is governed by 

both the theoretical design and the actual use of 

its underlying coin-based voting system. 

Our study suggests potential ways to improve the 

takeover resistance of DPoS blockchains, 

including the recommended configuration settings 

of the system based on our theoretical and 

empirical analyses. 

We believe the study presented in this work 

provides novel insights into the security of coin-

based voting governance and can potentially 

facilitate more future work on designing new voting 

rules for decentralized governance that provide 

more compliance with resistance to takeovers. 
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